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Immediate wins
Through our expert teaching, your staff 
will learn about current security threats 
and how to tackle them – as well as how 
to identify and mitigate future risks.

This apprenticeship challenges your 
staff to apply their learning to their 
workplace setting and therefore 
the benefits for your organisation 
will be immediate. You will see a 
positive change in how apprentices 
develop effective solutions and take 
responsibility for the continuous 
improvement of your IT systems and 
working processes.

Areas of study
Year one
During their first year, apprentices will 
develop a grounding in computers, 
systems and networks, particularly in 
relation to identifying and preventing 
security breaches. Topics will include  
 

system design and development, and the 
fundamentals of programming. 

An independent work-based project will 
underpin classroom content - therefore 
apprentices will be applying their 
learning to your workplace from day one.

Year two
In year two, learners will develop their 
experience of analysing secure networks 
and websites, and will develop skills 
around penetration testing, malware 
identification and ethical hacking. Areas 
of study will include cryptography 
and security, network design and 
configuration, and operating system 
security - with a focus on Windows, MAC 
OS and Linux.

Application of learning takes an 
even stronger focus, with supervised 
professional work experience providing 
a mechanism for learners to put theory 
into practice.

OUR DEGREE APPRENTICESHIP IN CYBER 
SECURITY HAS BEEN DEVELOPED BY 
TODAY’S LEADING PROFESSIONALS, TO 
CULTIVATE TOMORROW’S CYBER EXPERTS.

Digital technology is transforming our 
global economy. It facilitates virtually every 
business transaction and it is enabling us to 
communicate faster than ever before. But 
in addition to the many opportunities new 
technologies present, our increasing digital 
dependency means that ensuring ongoing 
cyber security improvement is paramount  
for all businesses. 



Year three
The third year has a strategic focus and 
apprentices are required to develop 
solutions to protect against cybercrime, 
before it happens. Learners will explore 
topics such as risk assessment and 
management, advanced networking and 
security, and secure system assurance. 

The third year project will be an 
individual research project, where 
learners will be required to examine ‘hot’ 
cybercrime topics, with a particular focus 
on the commercial security risks and how 
organisations can protect themselves. 

Endpoint assessment
Throughout the apprenticeship, 
learners will be required to reflect 
upon how they have applied taught 
content in their workplace. In their 
final year, they will be required to 
present a learning portfolio and 
synoptic project, demonstrating their 
growth in knowledge and professional 
development.

Study style and assessment
This apprenticeship will be delivered 
through a blended approach that 
combines traditional face-to-face 
teaching, with virtual and work-based 
learning.

The delivery of face-to-face elements 
can be packaged to suit your needs, with 
both block study and day release options 
available. The location of these ‘university 
days’ is also something we can discuss 
with you – for larger groups of learners 
we can deliver learning at a location that 
suits you.

Assessment is through group work, 
individual assignments, report writing 
and in-class tests – however, in each 

case there will be opportunities for 
apprentices to apply their learning to 
real-world scenarios affecting their place 
of work.

World class facilities
Apprentices will have access to our new 
purpose-built School of Computing 
and Technology. This facility includes 
a dedicated cyber security lab where 
learners can practice their skills in a 
digitally protected environment, with 
an isolated network. The centre also 
has purpose-built break-out areas 
for workshop sessions, and the latest 
computing technology and software.

Recognised qualifications
Upon completion of this apprenticeship, 
learners will be awarded a BSc (hons) 
in Cyber Security. As such, this 
apprenticeship is underpinned by a high-
quality, recognised qualification.

Student support 
All apprentices will be supported by 
a personal tutor who will remain a 
source of advice and guidance for them 
throughout the apprenticeship. You, their 
employer, will also be able to access our 
dedicated apprenticeship support team, 
meaning that you are able to get the 
best out of both the apprentice and the 
apprenticeship. A win win.

Entry requirements
120 UCAS points - other suitably qualified 
learners will be assessed on an individual 
basis. Speak to us to find out more.

Apprentices should be in fulltime 
employment (e.g. at least employed 
for 30 hours per week) throughout the 
duration of their apprenticeship, and 
25% of their working hours should be set 
aside for study.



BUILT AROUND YOU
Our degree apprenticeship in 
cyber security is a work-based 
qualification, tailored to meet the 
specific needs of your business. 
Become more innovative, 
drive quality and increase your 
competitiveness.

DEVELOPING THE 
BEST PEOPLE
Offering our degree 
apprenticeships as part of your 
development programme will 
help you attract a highly talented 
workforce.  Moreover, offering 
them to your existing employees 
will mean you nurture and retain 
the talent you already have. Get 
the best out of your best. 

A SYMBOL OF 
QUALITY
This is a high quality programme, 
taught by industry leading 
practitioners and designed for 
the very best the sector has to 
offer. Show your organisation’s 
commitment to quality by 
adding our programme to your 
training and development offer.
 

FOR MORE 
INFORMATION:
Call us on 01242 715 400
Email apprenticeships@glos.ac.uk
Or visit glos.ac.uk


